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FIRST QUARTER 2021
The first months of the Biden Administration signaled the new US
President’s willingness to maintain sanctions pressure on China, even as a
US court halted enforcement of Trump-era sanctions against one Chinese
company.
With respect to Iran, the Administration appears to be taking a “wait and
see” approach, announcing no new sanctions ahead of multi-lateral talks
aimed at salvaging the JCPOA.
This quarter saw numerous other developments, including the resumption
of US economic sanctions against Myanmar, as well as new sanctions and
export restrictions on Russia and Saudi Arabia in response to human rights
abuses. Finally, OFAC announced settlements in three enforcement
actions against US and non-US companies.
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CHINA

The first months of the Biden Administration signaled the new US President’s willingness to remain tough on the
People’s Republic of China in response to a host of issues. This quarter, the US continued designating Chinese
officials over continued erosions of Hong Kong’s autonomy and alleged human rights abuses in Xinjiang
province, and the Biden Administration otherwise took no regulatory steps to scale back Trump-era sanctions
programs targeting the PRC. Notably, a US court suspended sanctions imposed by the Trump Administration on
one Chinese company, citing a lack of evidence it was under PRC military control, which may portend more legal
challenges requiring the Biden Administration to decide which Trump-era sanctions it will defend. Indeed, in
two noteworthy cases to enforce former President Trump’s efforts to ban two Chinese -linked social media
companies, TikTok and WeChat, the incoming Administration filed motions to delay proceedings and obtain
more time to review the Government’s legal position and priorities.

State Department Sanctions Chinese Individuals for Undermining Hong Kong
Autonomy
On March 16, the State Department submitted a report to Congress identifying twenty-four individuals believed
to have materially contributed to the PRC’s failure to meet its obligations under the Joint Declaration or the Hong
Kong Basic Law to respect Hong Kong’s autonomy. The periodic report is required under Section 5(a) of the Hong
Kong Autonomy Act of 2020—legislation that imposes, in part, mandatory sanctions on foreign financial
institutions that do business with persons determined to have assisted in undermining Hong Kong’s autonomy.
The first Section 5(a) report was submitted in October 2020 and identified ten prominent PRC officials. Citing the
PRC’s reported plans to reform the electoral system in Hong Kong, the State Department said the twenty-four
newly listed persons (including a member of the Politburo and thirteen other senior Chinese lawmakers) have
further “reduced Hong Kong’s high degree of autonomy.” Under the HKAA, the Treasury Department has until
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mid-May to identify any foreign financial institutions deemed to have engaged in “significant transactions” with
the named individuals, potentially subjecting those banks to US secondary sanctions.

Additional Chinese Officials Targeted in Response to Xinjiang Activities
Under the Biden Administration, OFAC continued to target individuals and entities engaged in reported human
rights abuses against ethnic minorities in the Xinjiang Uyghur Autonomous Region. On March 22, the agency
designated two current Chinese government officials as SDNs pursuant to E.O. 13818, which builds upon and
implements the Global Magnitsky Human Rights Accountability Act to impose blocking sanctions on purported
human rights abusers. The designated officials included Wang Junzheng, Secretary of the Party Committee of
the Xinjiang Production and Construction Corp, and Chen Mingguo, Director of the Xinjiang Public Security
Bureau. According to OFAC, XPCC is a paramilitary organization that works to advance the economic
development of the region on behalf of the PRC, with an emphasis on subordination to central planning and
resource extraction. The XPSB, meanwhile, is reported to engage in repressive tactics against minority
populations in the region, including through mass detentions and surveillance. Both entities were previously
designated pursuant to E.O. 13818 in 2020.

US Court Halts Sanctions against Chinese Electronics Company over Purported
Military Ties
On March 12, the US district court in Washington, DC granted a preliminary injunction suspending the
enforcement of an US investment ban imposed by the Trump Administration against Chinese electronics giant
Xiaomi Corporation, citing a lack of evidence the company is under Chinese military control.
As we previously reported, on November 12, 2020, then-President Trump issued Executive Order 13959
(subsequently amended by E.O. 13974), establishing new economic sanctions on a broad range of entities
identified as Communist Chinese Military Companies (“CCMCs”) due to their alleged ownership or control by the
PRC military. Specifically, the order prohibits US persons from purchasing or holding a CCMC’s publicly listed
securities (or their derivatives, including index funds with exposure to such securities) beginning 60 days after
a company’s listing, and further requires full divestiture by US persons within 365 days. On January 14, 2021,
OFAC added Xiaomi and eight other Chinese entities to its list of non-SDN CCMCs, triggering the investment ban
that was scheduled to commence on March 15, 2021. The company and its shareholders filed suit in in
Washington, DC seeking to challenge the basis for its CCMC designation and to enjoin enforcement of the
sanctions.
In granting the preliminary relief, US District Judge Rudolph Contreras cited several reasons that Xiaomi’s listing
was likely “arbitrary and capricious” under applicable US legal standards and thus invalid. In particular, the
court found the US government had provided no adequate explanation showing how Xiaomi met the statutory
criteria for CCMC designation. In supporting the listing, the US government cited a two-page internal
document from the Department of Defense showing: (i) that Xiaomi’s CEO received an award from the PRC’s
Ministry of Industry and Information Technology, an organization that purportedly “helps manage military civil fusion for the state;” and (ii) that Xiaomi plans to invest in 5G telecommunications, artificial intelligence,
and similar technologies, which the US government described as “essential to modern military operations.”
In the court’s view, neither of these facts was enough to show that Xiaomi is sufficiently affiliated with the
Chinese military to meet the statutory criteria, especially given the court’s observation that Xiaomi is “a
publicly traded company that produces commercial products for civilian use, is controlled by its independent
board and controlling shareholders, and is not effectively controlled or associated with others under the
ownership or control of the PRC or its security services.”
It remains to be seen whether Xiaomi will succeed on the ultimate merits of the litigation, and its early court
victory does not necessarily mean that other companies with clearer links to China’s military complex would
succeed in bringing similar actions. Nonetheless, the provisional ruling provides a roadmap for other entities
identified as CCMCs to challenge their own listings before US courts. Ultimately, the Biden Administration will
have to decide whether it will continue defending Xiaomi’s listing in court and other similar cases that follow.
Indeed, Luokung Technology Corp., a mapping technology company on the CCMC list, also sued the US
government in March seeking similar relief.
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RUSSIA

This quarter, the Biden Administration reiterated US opposition to the completion of the Nordstream 2/Turkstream
gas pipelines and echoed the previous Administration’s threats to sanction any non-US entities providing support
to the projects. For now, however, the new Administration is resisting Congressional pressure to expand the
application of current sanctions or target European companies for restrictive measures. Meanwhile, the US took
decisive action in response to Russia’s ostensible effort to persecute Russian dissident Alexei Navalny for his
outspoken opposition to Vladimir Putin.

State Department Identifies No New Entities for NS2 Sanctions
As we have previously reported, in 2019 Congress passed the Protecting Europe’s Energy Security Act (“PEESA”),
imposing mandatory sanctions on non-US persons determined to have sold, leased, or provided subsea pipelaying vessels for the construction of NS2/TurkStream, or any successor pipeline. In January, Congress
expanded those measures with the Protecting Europe's Energy Security Clarification Act of 2021 (“PEESCA”),
which calls for secondary sanctions on non-US persons that knowingly facilitate a broader swath of “pipe-laying
activities,” including site preparation, trenching, surveying, placing rocks, backfilling, stringing, bending, welding,
coating, and lowering of pipe, as well as persons providing underwriting, insurance, reinsurance, and other
services in support of such activities.
In February, the State Department submitted its first Congressional report identifying persons engaged in
sanctionable activities under PEESCA. To the consternation of some lawmakers, Biden Administration officials
identified no new sanctions targets and instead re-listed two entities previously sanctioned by the Trump
Administration (the Russian pipelaying vessel, Fortuna, and its owner), as well as eighteen previously identified
companies, most of whom are insurers that have already left or stated an intention to leave the project. The
decision not to name new companies signals that the Biden Administration is looking to develop its own policy
with respect to the pipelines, which may include closer collaboration with European allies.

US Authorities Sanction Russian Officials in Response to Navalny Poisoning
On March 2, the US took its first steps to sanction individuals and entities allegedly responsible for the August
2020 nerve agent attack on Russian opposition leader Alexei Navalny. After recovering in Germany, Navalny
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returned to Moscow in January, where, amid widespread protests, he was convicted by a Russian court and
imprisoned for probation violations. The saga garnered international attention and widespread condemnation
by world leaders. In response, and supported by congruent sanctions from the EU and UK, the State Department,
OFAC, and the Department of Commerce took coordinated action pursuant to various authorities:
•

The State Department determined that Navalny’s poisoning constituted the use of chemical weapons by
the Russian Government against its own nationals, triggering mandatory sanctions under the US
Chemical and Biological Weapons Control and Warfare Elimination Act of 1991 (the CBW Act). The CBW
Act mandates penalties against foreign governments for the substantial preparation or use of chemical
weapons in violation of international law or against the foreign government’s nationals. Following an
initial round of mandatory sanctions, the statute provides a 90-day window for the foreign government to
take remedial measures before additional restrictions are imposed. The initial tranche of sanctions in
effect include:
o
o
o

the termination of US foreign assistance, arms sales, and arms sales financing to Russia;
a denial of US Government credit and financial assistance, including by the Export-Import Bank
of the United States; and
a prohibition on the export of national security-sensitive goods and technologies.

•

OFAC designated numerous Russian officials pursuant to E.O. 13661 for their alleged association with
Russia’s Federal Security Services (“FSB”), the agency US authorities have blamed for orchestrating
Navalny’s attack: Aleksandr Bortnikov, Andrei Yarin, Sergei Kiriyenko, Aleksey Krivoruchko, Pavel
Popov, Alexander Kalashnikov, and Igor Krasnov.

•

Pursuant to E.O. 13382, the State Department targeted the FSB, GosNIIOKhT, the 33rd TsNIII, the 27th
Scientific Center, the Russian Main Intelligence Directorate (“GRU”), and GRU officers Alexander
Yevgeniyevich Mishkin and Anatoliy Vladimirovich Chepiga for having engaged, or attempted to
engage, in activities or transactions that have materially contributed to the proliferation of weapons of
mass destruction, including any efforts to manufacture, acquire, possess, develop, transport, transfer, or
use such items, by Russia.

•

The State Department also announced that, pursuant to Section 231 of the Countering America’s
Adversaries Through Sanctions Act, it would add six entities to the List of Specified Persons identified as
operating on behalf of the defense or intelligence sectors of the Government of the Russian Federation.
The six entities are various research institutes allegedly involved in Russia’s chemical and biological
weapons program, including: 27th Scientific Center; 48 Central Scientific Research Institute Sergiev
Posad; 48 Central Scientific Research Institute Kirov; 48 Central Scientific Research Institute
Yekaterinburg; State Scientific Research Institute of Organic Chemistry and Technology; and 33rd
Scientific Research and Testing Institute. The State Department warned that any person who knowingly
engages in a significant transaction with any of the six entities will be subject to mandatory secondary
sanctions under CAATSA.

•

Finally, export restrictions were announced by both the Department of Commerce and the State
Department. The State Department added Russia to its list of proscribed countries that are subject to a
comprehensive arms embargo. Meanwhile, the Bureau of Industry and Security at the Department of
Commerce added fourteen entities, based in Russia, Germany, and Switzerland, to the Entity List based
on their proliferation activities in support of Russia’s weapons of mass destruction programs and chemical
weapons activities. Later, on March 17, BIS announced that it would further expand export restrictions on
Russia in response to Navalny’s poisoning, including by suspending a number of license exceptions
previously issued for certain dual-use items destined for Russia.
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MYANMAR (BURMA)

Following five years of precarious civilian rule, this quarter saw Myanmar’s elected government again ousted
from power by the country’s military leadership, quickly prompting the US to re-impose economic sanctions.
On February 1, 2021, after declaring the results of Myanmar’s 2020 election fraudulent, the military overthrew
the country’s democratically elected government and, in the aftermath of the coup, arrested a slew of
government officials, journalists, and other leaders. Former State Counsellor of Myanmar, Aung San Suu Kyi,
who served as head of the civilian government after winning a supermajority of parliamentary seats in the 2015
election, was among those arrested. In response, the US re-imposed sanctions and trade restrictions on the
country’s military leadership (albeit more narrowly than those in place before 2016), which at least partially
aligned with sanctions recently imposed by the EU.
On February 11, President Biden issued Executive Order 14014, titled “Blocking Property with Respect to the
Situation in Burma,” declaring a national emergency and stating that the situation in Myanmar posed a national
security threat to the US. Under the new Order, OFAC may designate any person determined to be: (1) directly
or indirectly causing, maintaining, or contributing to the situation in Myanmar; (2) Myanmar military leaders,
officials of the current government, or an instrumentality of Myanmar’s current government; and (3) operating in
Myanmar’s defense sector. Importantly, the E.O. also grants OFAC meaningful flexibility to impose more
punishing sector-wide sanctions in the future. Specifically, the terms of the Order authorize OFAC to target
persons operating in “any other sector of the Burmese economy as determined” by the Treasury Secretary.
Under this new framework, OFAC swiftly targeted several military leaders, as well as certain entities operating
in Myanmar’s lucrative gem industry, for allegedly supporting the coup. These initial steps by the Biden
Administration remain relatively narrow and targeted and only restrict dealings by US persons and transactions
with a US nexus involving designated persons and entities (although the EU has also implemented similar
sanctions). The Administration has yet to impose on Myanmar comprehensive sanctions akin to those in effect
prior to 2016, although officials noted such measures may be forthcoming if the situation deteriorates. For

5

instance, Treasury Secretary Janet Yellen promised additional action unless the Myanmar military changes
course, specifically warning that violence against peaceful protestors could prompt more severe measures.
Given the rapidly evolving situation and the broad authorizations of E.O. 14014, it is critical that companies with
business ties to Myanmar ensure they are implementing robust sanctions due diligence, including frequently
screening partners, vendors, and customers against OFAC’s SDN list (and the UK and EU lists as well) and
scrutinizing potential ties to Myanmar’s military or defense sectors.
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IRAN

US and Iran Begin Indirect Talks on Reviving Nuclear Deal
One of the most anticipated aspects of the Biden Administration’s foreign policy is the future of the Joint
Comprehensive Plan of Action, the multilateral nuclear accord negotiated during his tenure as Vice President.
Since the US withdrew from the nuclear accord in 2018, Iran has embarked on a course to violate certain terms
of the agreement, particularly with respect to producing enriched uranium in quantities that exceed preestablished limits. Meanwhile, the expansion of US sanctions during four years of President Trump’s “maximum
pressure” campaign has caused severe damage to Iran’s economy and hampered its access to global markets.
In recent months, Iran and the US have both publicly commented on the potential for sanctions relief under the
new Biden Administration. Although the new Administration has taken no steps to dismantle Trump-era sanctions,
it also did not expand sanctions this quarter, signaling a willingness to test the viability of a diplomatic resolution.
In early April, the US and Iran took their first small steps toward re-engagement, as envoys from both countries
attended talks in Vienna—brokered by Germany, France and Britain—to discuss the future of the JCPOA. To
date, discussions between the US and Iran have been indirect, and there are little prospects for a near-term
solution. Iran has publicly stated that the US must lift all sanctions and rejoin the JCPOA before it would agree
to begin curbing uranium production. In contrast, President Biden has vowed that the US will provide no unilateral
sanctions relief unless Iran first takes steps to come into compliance with the JCPOA. Officials on both sides have
stressed the importance of making progress prior to June, which closes a 90-day window agreed upon between
Iran and the International Atomic Energy Agency to preserve the continuity of inspections data while diplomatic
talks play out.
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SAUDI OFFICIALS SANCTIONED OVER KHASHOGGI KILLING

On February 26, the US imposed a second round of sanctions in response to the 2018 kidnapping and grisly
murder of journalist Jamal Khashoggi. Pursuant to E.O. 13818, which builds upon and implements the Global
Magnitsky Human Rights Accountability Act, OFAC targeted Saudi Arabia’s Rapid Intervention Force and
Ahmad Hassan Mohammed al Asiri, the kingdom’s former Deputy Head of General Intelligence Presidency.
OFAC alleges that al Asiri organized and dispatched a fifteen-man team from the Rapid Intervention Force to
murder and dismember Khashoggi inside the Saudi Consulate in Istanbul, Turkey. The State Department also
issued visa restrictions on 76 individuals for allegedly threatening dissidents overseas and indicated it would
hold Saudi Arabia responsible for human rights violations going forward. Although the Trump Administration
previously designated seventeen Saudi agents for their direct role in Khashoggi’s murder, the latest designations
fulfill a public commitment by President Biden to punish higher-level officials in the Saudi government. Despite
calls from many US lawmakers, however, President Biden stopped short of designating Crown Prince Mohammed
Bin Salman, even as the new Administration de-classified a US intelligence report expressly implicating the
Crown Prince for responsibility in Khashoggi’s death.
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COUNTERTERRORISM DESIGNATIONS

On January 19, the last full day of the outgoing Trump Administration, the State Department designated the
Yemeni group Ansarallah as a Foreign Terrorist Organization under section 219 of the Immigration and
Nationality Act, and as a Specially Designated Global Terrorist under E.O. 13224. According to OFAC,
Ansarallah—the Iranian-backed militia also known as the “Houthis”—operates in Yemen in opposition to the
government and is responsible for orchestrating attacks on Yemeni civilians. OFAC had previously designated
the group’s leaders for contributing to the violent unrest in Yemen. Concurrently, OFAC issued four general
licenses to help facilitate the continued flow of humanitarian support to the region—although the Biden
Administration revoked the licenses soon thereafter, on February 16, 2021, as it seeks to reshape sanctions policy
from the previous administration.
On March 2, OFAC targeted two key leaders of Ansarallah. According to OFAC, with the financial and material
support of Iran, Mansur Al-Sa’adi and Ahmad ‘Ali Ahsan al-Hamzi are responsible for organizing Houthi attacks
against Yemeni civilians, bordering nations, and commercial vessels in international waters. OFAC stated that
the activities of Al-Sa’adi, the Houthi Naval Forces Chief of Staff, and Ahsan al-Hamzi, the commander of
Yemen’s Houthi-aligned Yemeni Air Force and Air Defense Forces, further Iran’s regional agenda in Yemen,
where Houthi forces have waged a war against the Yemeni government using military equipment, including by
“using ballistic missiles, explosives, naval mines, and unmanned aerial vehicles (UAVs) to attack bases,
population centers, infrastructure, and nearby commercial shipping.” The designations were made pursuant to
E.O. 13611, which targets those who threaten peace in Yemen.
On March 10, OFAC acted pursuant to E.O. 13224 to designate Abu Yasir Hassan for his support of the Islamic
State of Iraq and Syria–Mozambique. Under Hassan’s leadership, the organization, which was also designated
on the same day, pledged allegiance to ISIS in 2018. It led a series of attacks in northern Mozambique that
culminated in the group’s capture of a port city in the East African country and has conducted attacks specifically
targeting civilians in the region.

9

OFAC TARGETS NARCOTICS TRAFFICKERS & CRIMINAL
ORGANIZATIONS

On March 3, 2021, pursuant to the Kingpin Act, OFAC designated Mexican national Juan Manuel Abouzaid El
Bayeh for his alleged involvement in a Mexican drug trafficking organization known as the Cartel de Jalisco
Nueva Generacion, itself designated by OFAC in 2015. According to OFAC, El Bayeh helped facilitate fentanyl
and other drug shipments into the US and assisted in laundering illicit proceeds on the cartel’s behalf. Federal
drug trafficking charges are currently pending against El Bayeh, who remains a fugitive from US authorities.
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ENFORCEMENT ACTIONS
On February 18, 2021, US-based BitPay, Inc. agreed
to pay $507,375 to settle potential civil liability
arising from over 2,100 apparent violations of
multiple OFAC sanctions programs. Based in Atlanta,
Georgia, BitPay provides technological tools that
allow merchants worldwide to accept customer
payments in digital currencies. According to OFAC,
BitPay allowed persons located in numerous
sanctioned jurisdictions, including in the Crimea
region of Ukraine, Cuba, North Korea, Iran, Sudan,
and Syria, to use its platform to transact with
merchants in the US and elsewhere. Although BitPay
had established controls to ensure that its merchant
customers were not located in sanctioned
jurisdictions, it allegedly failed to implement similar
screening mechanisms for those merchants’ own
customers, despite having the technology and data
to do so (i.e., through means such as Internet
Protocol addresses and other location data). In total,
BitPay’s lapses in controls allowed persons in
sanctioned countries to transfer digital-currency
payments totaling approximately $129,000 to
BitPay’s merchant-customers. In determining the
settlement amount, OFAC noted that BitPay selfdisclosed the conduct and that it was a nonegregious case.
On March 15, UniControl, Inc. agreed to pay
$216,464 to settle potential civil liability for violating
US-Iran sanctions. Based in Cleveland, Ohio,
UniControl manufactures process controls, airflow
pressure switches, boiler controls, and other instrumentation. OFAC alleged that between July 2013 and March
2017, UniControl ignored or otherwise failed to take cautionary steps when confronted with multiple warning
signs in connection with twenty-one shipments of its goods from the US to European customers despite knowing,
or having reason to know, that the goods would be re-exported to Iran. Specifically, UniControl fielded questions
from its European customer about possibly reselling goods to Iranian customers. The company also allegedly
failed to investigate why its European trading partner would not allow UniControl to ship goods directly to endusers when its European partner experienced transportation issues. Only when its trading partner requested that
UniControl remove the “Made in USA” label did the company seek the advice of outside legal counsel, but still
proceeded with at least two shipments to the partner. In determining the settlement amount, OFAC noted that
the violations were non-egregious and that UniControl voluntarily self-disclosed the conduct.
On March 26, Italian manufacturer Nordgas, S.r.l. agreed to pay $950,000 to settle potential civil liability arising
out of twenty-seven apparent violations of US-Iran sanctions. Nordgas produces and sells components for gas
boiler systems and applications. According to OFAC, from March 2013 to March 2017, the company knowingly
re-exported twenty-seven shipments of US-origin air pressure switches to as many as ten customers in Iran,
thereby causing a US company to indirectly export its goods to Iran in violation of sanctions. According to OFAC,
Nordgas knew that its US supplier’s products could not be shipped to Iran but took steps to conceal its activity.
In one instance, Nordgas misled its US supplier by stating that the air pressure switches were intended for
Nordgas’s Italian affiliate. In addition, Nordgas purportedly used other tactics to conceal the involvement of
Iranian end-users, including the use of code names and asking the US supplier to remove the words “Made in
USA” from its products. Owing to Nordgas’s financial circumstances and cooperation in the investigation, OFAC
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noted that $650,000 of the total penalty figure will be suspended should Nordgas satisfactorily complete certain
compliance commitments.
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